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What is a personal data?

Â ñPersonal Dataò 

ï data (automatic equipment / ñrelevant filing systemò)

ï relating to a living individual

ï identified from that data

ï or from that data in combination with other data

Â Only data relating to individuals (not company data)

Â The information needs not be confined to ñpersonal lifeò, it can include a 

personôs ñprofessional lifeò
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What is a personal data?

Â ñHealth-related dataò = Personal Data related to

ï physical or mental health

ï relating to a (identified or identifiable) natural person

ï including the provision of health care services 

ï which reveals information about his/her health status

(GDPR)

Crucial for MedTech companies!
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What is a personal data?

Â Anonymous data are excluded from the scope of data protection legislation 

ï Anonymous data = information which does not relate to an identified or 

identifiable natural person or to data rendered anonymous in such a way 

that the data subject is not or no longer identifiable (recital 23 GDPR); 

sometimes, there are limitations to the possibility of anonymizing data (e.g. 

clinical trials data)

Â Coded data are in principle personal data (specific regulation in Belgium : Royal 

Decree of 13 February 2001)
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What is a processing?

Â Processing =

ï any operation or set of operations which is performed on personal data or on 

sets of personal data,

ï whether or not by automated means,

ï such as collection, recording, organisation, structuring, storage, adaptation

or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, 

restriction, erasure or destruction

Each organization is concerned

Data controller

Data processor
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What is a data controller and a data processor?

Â Data controller

ï determines the purposes for which and the manner in which any personal 

data are processed

ï Person on whom most of data protection obligations rely

ï You cannot be data controller and data processor in respect of the same 

data

ï You can have more than one data controller in respect of the same data 

(ñjoint data controllersò ïagreement required)

Â Data processor

ï processes data on behalf of and upon instructions of a data controller (e.g. 

payroll agency, CRO, nurses, etc.)

ï GDPR shall significantly increase the obligations of the data processor
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Current and future EU data 

protection regime
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Current and future EU data protection regime

Today

Â EU Data Protection Directive 95/46/EC 

ï lack of truly harmonized law (local 

legislation; in Belgium: Act of 08 

December 1992)

ï different interpretations 

ï 20 years old

What to do?

Â Analysis of current compliance status

Â Updates and remedies

May 2018

Â EU General Data Protection 

Regulation (GDPR)

ï direct effect (no need for local 

implementing law BUT 70 opening 

clauses)

ï better co-ordination of data 

protection authorities and a ñlead 

authorityò for multi-national 

companies

ï Entry into force on 24 May 2016, 

applicable as from 25 May 2018
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EU Data Protection Principles

Â Personal data must be:

ï Fairly and lawfully processed

ï Processed for limited purposes

ï Adequate, relevant and not excessive

ï Kept accurate

ï Not kept longer than necessary

ï Processed in accordance with the data subjectôs rights

ï Kept secure

ï Not transferred to countries outside Europe without adequate protection

ü No changes to the principles
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Main changes of the GDPR
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Overview of the main changes

Consent
Extended 

territorial 

scope

Accountability DPO

New 

rights

More 

powers & 

fines

More

obligations 

for data 

processors

Removal of 

notification 

requirement

International

transfers
Information

Data 

breach 

notifications

Privacy 

impact 

assessment
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Extended territorial scope

Today

Â Principle of establishment (does not 

depend on the citizenship of the 

individuals).  The EU data protection 

laws will apply if:

ï a company has an establishment in 

the EU (a company / branch / office)

ï equipment in the EU is processing 

personal data

Â Place of storage is not relevant

May 2018

Â The GDPR will extend the EU law to 

companies with no establishment in the 

EU but who are:

ï offering goods or services (for 

payment or for free) to individuals 

within the EU; 

ï monitoring (i.e. profiling) individuals 

within the EU;

ï established in a place where EU law 

applies due to public international 

law; or

ï Non-EU ñdata processorsò
Action points:

Â Establishment or equipment in the EU?

Â Non-EU companies acting as data controller or data processor re individuals in EU? 

Â If YES  compliance with GDPR
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Consent

Today

Â Consent = legal ground to process 

personal data

Â ñA freely given, specific, and informed 

indication of his or her wishes by which 

the data subject signifies agreement to 

personal data being processed.ò

Â ñUnambiguousò consent for ñgeneral 

personal dataò

Â ñWritten consentò for health-related data

May 2018

Valid consent:

Â Clear affirmative action by the data 

subject

Â Freely given 

ï Contract performance conditional 

upon consent?

ï Significant imbalance of power?

Â Specific, informed and unambiguous

Â When is ñexplicit consent required?

Â Burden of proof is on the data controller

Â Consent from children below the age of 

16 ïparent / guardian consent required

Â Data subjects have the right to withdraw 

consent at any time
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Consent

Practical Action Points

Â Ensure you know what data you are processing, and for 

what reason

Â Consider what grounds are relied upon for the lawful 

processing of such data ïwhere do you rely on consent?

Â Consider alternative justifications for processing

Â If consent is necessary, ensure that the consents obtained 

by you are:

ï Freely given

ï Specific and informed

ï Unambiguous and clearly distinguishable

Â If children may be required to provide personal data, 

verification of age and parental consent

Understand your 

current position 

ïconduct an 

audit of 

consents relied 

upon

Keeping track ï

how will you 

record the 

receipt of valid 

consents?

Donôt rely on: 

- Pre-ticked 

boxes 

- Opt-out consent

- Implied consent

- Inactivity
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Notices and information

Today

Â Identity and contact details

Â Purpose of processing

Â Exercise of data subjectôs rights

Â Categories of recipients

Â Specific circumstances (if any)

Â Source of collection if collected by a third 

party

May 2018

Â Legal basis (e.g. ñlegitimate interestò)

Â Right to data portability

Â Right to withdraw consent

Â Transfer outside the EEA (level of 

protection)

Â Right to lodge a complaint with the national 

data protection authority and contacts 

details

Â If data processing is a statutory/contractual 

requirement, the possible consequences of 

failure to provide the data

Â Existence of profiling and its effects

Â Any relevant code of conduct or relevant 

guidance (specifying any high risk 

processing activities).
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Notices and Information

Practical Action Points

Â Review data processing notices and privacy policies to 

ensure:

ï that they use appropriate language

ï that they contain all information required by the GDPR

Â Establish how notices and privacy policies are delivered to 

data subjects ïare the timing requirements met?

Â Implement a process for periodic review of notices and 

privacy policies to ensure they remain up to date and 

accurate

Â Check that other data processors collecting data on your 

behalf have notices that meet the requirements of the GDPR

Audit of current 

arrangements to 

identify what 

needs to change

Build 

requirements 

into future IT 

systems 

development / 

procurement
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New rights of data subjects

Today

Â Right to access (45 days)

Â Right to correction

Â Right to oppose against processing in 

case of direct marketing

May 2018

Â Right to access enhanced

Â Right to portability is introduced

Â Right to be forgotten

ï No longer necessary

ï Withdrawal of consent (no other 

ground)

ï Without delay

ï Information duties towards other 

DCôs

Â Right to restriction
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Subject Access 

Practical Action Points

Â Assess existing organisational policies and 

practice for SARs and update for GDPR

Â „Review existing data management / storage 

systems / facilities with a view to streamlining 

processes for responding to SARs

Speed up response 

times

Make it easier to 

locate, compile, 

present information
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Data Portability

Practical Action Points 

Â Review existing data management / storage systems / 

facilities with a view to streamlining processes for exercise of 

portability right

Â Consider how your organisation will give effect to the right to 

data portability

Â Think about how your organisation will delineate between 

data provided by the individual and data otherwise collected 

or generated

Make it easier to 

locate, compile, 

present 

information

Build 

requirements 

into future IT 

systems 

development / 

procurement
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Right to be Forgotten

Â Carry out an assessment of the extent to which 

your organisationôs processing activities may fall 

within the scope of the right to be forgotten

Do you keep 

data for longer 

than 

necessary?

Â Develop a process for responding to a request for 

the erasure of data

Â „Ensure that you have systems in place to make 

responding to requests to erase data as efficient as 

possible

Assess merits

How would you 

minimise impact?

Â Consider how your organisationôs processes would 

deal a request to ñrestrictò processing

To what extent 

do you rely on 

consent / 

legitimate 

interests?

Maintain lists of 

third parties to 

which you 

distribute data 

Train relevant 

staff

How would you 

comply?

Practical Action Points
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Data processors

Today

Â Very few obligations on data processors

Â Must offer sufficient guarantees in 

terms of appropriate technical and 

organizational measures (obligation of 

the data controller to assess)

Â Written agreement with mandatory 

provisions:

ï Processing only upon instructions

ï Liability

May 2018

Â More obligations on data processors

Â Joint liability

Â Written agreement: new mandatory 

provisions:

ï Employees subject to confidentiality 

obligations

ï Required security measures

ï Measures relating to data subjectsô 

access requests

ï Assistance in case of breach notification

ï Delete or return all personal data upon 

termination of the agreement

ï Information to demonstrate compliance 

and allow site inspections

ï Subcontractors
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Data processors

Action Points

Â Inventory of existing data processor agreements

Â Consider whether you need to revisit standard contractual provisions and 

acceptable negotiated positions.

Â Consider allocation / limitation of liability in light of the higher stakes.

Â Audit / remediate existing data processing contracts.

Â Processors:

ï review template / existing contracts with sub-processors;

ï develop internal processes to give effect to new controller rights;

ï adjust pricing based on increased risk?
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Documentation duties

Today

Â Prior notification with Privacy Commission

Practical Action Points: 

Â Generate policies to demonstrate 

compliance with the Regulation, including:

ï General data protection policy 

ï Data retention policy

ï Data breach management policy

Â Some room for discretion as to what is 

ñappropriateò/ ñproportionateò

May 2018

Â Documenting processing activities: 

responsibility of controller to demonstrate 

compliance

Â Internal record of processing activities

Â Record made available to the relevant 

DPA

Â Documentation duties also apply to data 

processors

Â Exemption for the companies occupying 

less than 250 employees unless:

ï High risks for the freedom and rights 

of individuals

ï Processing is not occasional

ï Includes sensitive personal data
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Security

Today

Â Technical and organisational measures

ï State of the art

ï Cost of implementation

ï Nature and potential risks

Â Guidelines issued by Privacy 

Commission

May 2018

Â Technical and organisational measures:

ï State of the art

ï Cost of implementation

ï Nature, scope, context and purposes of 

the processing

ï Risks of varying likelihood and severity 

for the rights and freedoms of individuals

Â Data breach notifications

Â Examples:

ï Pseudonymisation

ï Ensuring ongoing confidentiality, integrity, 

availability and resilience of systems and 

services processing personal data

ï Ability to restore the availability and 

access to personal data

ï Regularly testing, assessing and evaluating
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Data security

Action Points

Â Conduct a risk assessment ïtypes of data and processing, 

and assessment of processing systems

Â Review your data security incident monitoring and reporting 

processes to ensure compliance, and those of third parties 

processing data on your behalf

Â Carry out training and awareness activities:

ï How to identify a data breach (or a risk of a breach)?

ï What needs to happen if a breach/risk is identified?

Â Work with IT / operations to review encryption procedures

Â Maintain a record of data breaches and responses

Â Create a business continuity and disaster recovery procedure

Ensure you 

have a risk 

based approach 

to security 

measures

Keep the level 

of risk and 

suitability of 

security 

measures under 

periodic review
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Transfers of personal data

Today

Â Free flow of personal data within the EEA

Â Privacy Shield (USA)

Â Exemptions provided under the Directive 

(e.g. consent) cannot be used where 

transfers are recurrent, massive or 

structural (WP29 ïOpinion 12/1998)

Â Standard contractual clauses drafted by 

EU Commission (also for subcontractors)

Â Binding Corporate Rules (BCRôs)

May 2018

Â Nothing new to make things simpler ï

same mechanisms

Â Periodic review of EU Commissionôs 

adequacy decision (at least every 4 

years)

Action points:

Â Inventory of existing transfer mechanisms

Â Updating or implementing transfer mechanisms
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New topics under the GDPR


